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1. Introduction

1.1Purpose

This documents the project deliverable D3due by Month24. It aims atanalysing theuser
community andespeciallythe industry needs in term of security issues. In factrder to
promote the rapid and successful uptake of NMR Grid technology, we will strive to
collaborate closely with the industry as th®IR technology provider.

1.2Document organisation

The document is organised as follows:

Section 1 contains the purpose of the document, its references and a glossary of terms and
acronyms;

Section 2 summarizes the content of the document;

Section 3describeghe eNMR Security Policy published on the project web site in order to
collect feedback and as&rfapproval by eNMR usersand stakeholders

Section 4 describes the second round of thN&R Security Policy survey;

Sedion 5 analyses theesults of thewrvey;

Section @racks the conclusions.

1.3 References

glite.web.cern.ch gLite middleware web page
www.e-nmr.eu e-NMR Project web page
http://www.jspg.org/wiki/JSPG_Docs JSPG Security Policy documents

1.4Terminology

This subsection provides the definitions of terms, acronyms, and abbreviations required to
properly interpret this document.


http://www.e-nmr.eu/

Term
AA

AC
ACL
BCBR
BMRZ
CA

CE
CIRMMP

EGEE
EDS
FQAN
glLite
GFAL
GUID
Hydra
IGTF
INFN
JSPG
LCG
LFC
LFN
NGI
NMR
PKI
SLCS
SE
SRM
SURL
TURL
Ul
VO
VOMS
WMS
WP

Definition

Attribute Authority

Attribute Certificate

Access Control List

Bijvoet Centre for Molecular Rese&rdJniversity of Utrecht, The Netherlands
Centre for Biomolecular Magnetic Resonance, Goethe University, Frankfurt, Gel
Certification Authority
Computing Element

Interuniversity Consortium for Magnetic Resonance on Metalloprotdifarence
Italy

Enabling Grids for €Science

Encrypted Data Storage

Fully Qualified Attribute Name

Codename of the middleware software suite developed by EGEE
Grid File Access Library

Globally Unique Identifier

Keystore server foencrypted file storage solution
International Grid Trust Federation
National Institute of Nuclear Physics, Italy
Joint Security Policy Group

LHC Computing Grid

LCG File Catalogue

Logical File Name

National Grid Initiative

Nuclear Magnetic Resonance

Public Key Infrastructure

Short Lived Credential Service

Storage Element

Storage Resource Manager

Storage URL

Transport URL

User Interface

Virtual Organization

Virtual Organisation Membership Service

Workload Management System

Work Package




2. Executive summary

The project deliverable D3.8Request for Enhancement of gLite to support-MR
applications)issued at Month 18 contained the result asf online survey about the
requirements related to data security coming fromaNdMR community.

The anonymous otline survey was proposed to the registered HADDOCK user community
(~900 users counting both the registered groups and haddock portal Tikess).cover a
wide range of techniques within the structural biology community. In addition, the survey
announcement was posted to the NMR mailing list (nmr@listes.sepanirdiderot.fr)
which counts more than 1430 registered members to date. The suageglso sent to a
number of biotech and pharmaceutical compangeg. GlaxoSmithKline, Sanefventis
GmbH, AstraZeneca GmbH, Bruker GmbH and Merck Pharma GmbH

The survey consisted @fquestions about security needNMR applicationsandwasmade
available at the project web portdiwo weeks after the advertising of the target community, a
total of 55 answers were collected.

As a status snapshot of thell accessible survegboutthe data security issue96% of the
answers came from Academia and othergpwdit organizations, while 4% responded from
the private industrial sector.

Referring to the small minority of respondents who indicated security as an issue,

o One thirdcame from organizatiortsaving policies preventing to send sensitive data
over internet to be used as input for NMR calculations by the applications web
servers.

o Twothirds indicated that theconfidentiality of data handling is expected to be
achieved via encryption and ACL:-based accss

However, among thiessors learned therewas that most of users had limited knowledge of
grids and in particular of their security aspeétsllowing the suggestions coming from the
project interim review held in June 2009, it was decided to addiffeaent approach.

A e-NMR security policy documenivas prepared, describing in detail the security model
recently enhanced as a consequence of the survey results, namely through the deployment of
the gLite Encrypted Data Storage System on tHEdMR grid infrastructure.The document

was then published on theNMR web portal, together with second roundf the security

survey designed in a different mannkrconsists now in a FAQ format survey, where typical
security related questions are simply poaad answered by our team. The user can approve

or reject the answer, or leave his comment.

At the end of the survey, the user is asked to have a look at the more deNHI $ecurity
Policy Document availablen the project web sit@and provide his fetback optionally.

The resultsof this new surveyhave shown that the large majority of the uger88%)are
satisfied by the proposedNMR security policyIn addition, more than 70% of the users left
us feedback, with different levels of detail, exgieg comments about theNMR Security
Policy document on the final free format text box.


http://www.enmr.eu/Survey

3. Security policy of the e-NMR platform

This section describes the security model adopted¥WIR grid and enhanced aftdret first
survey carried out at bhth 18 This description has been published on the project web portal
for evaluation by the users.

3.1 Overview of glLite security

In grid environments wes's are organized in so called Virtuaig@nizations (VO). They allow

the management of users across differastitutions without the need to observe intra
institutional management structures and policies.

Sites on the other hand correspond to local installations of computing resources (clusters,
storage, etc). Agreements are made between the individual site¥@sdhat give the
members of a VO access to the resources of the sites. In order to do so, sites must install the
services of the chosen middleware. It is important to note that the support of VOs by sites
does not mean that the site hands over some afiitgomy, particularly in security issues, to

VOs. On the contrary, the local site autonomy must be preserved and respected by the VO
and its members at all times.

Besides VO and sites, there are also a set of common services that act as a glue between VO
and sites. They can be consiggras a part of the underlyingidy infrastructure and are
typically operated by some of the larger sites on behalf of the infrastructure. Examples are
information services, credential stores, management services for 8Os et

Figure 31 shows the high level picture of the gLite components divided into the elements of
VOs, sites and common services.
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Figure 3-1: gLite security overview

The gLite middleware consists of tf@lowing software components:

1 User Interface (Ul): the component through evhithe user interacts with theid
(submitting of jobs, querying component statascess to data stored on thiel getc).

The user needs to possess a X.509 certificadederto interact with the gd services,
because the gLite security model is currently entirely-P&ded.

1 CA: a Certificate Aithority provides the X.509 credential to the user. Thes @re
coordinated through thenternatioml Grid Trust lederation (IGTF)CAs also issue
host or service certificates to identify hosts and services.

1 VO services: ugs are permitted to access thedgdue to their VO membership.
Currently, there is only one supported VO service, the Virtual Organization
Management Servig@ OMS).

1 Common serviceshese are services that span thid gnd may serve one or more VOs
at the same time. Examples are the information system, file catalogues and resource
brokers.

1 Site-specific services: these are services hosted at local sites, likeuGagnglement
(CE), Storage Element (SE)

1 Credential serviceshis is a special class of services, which act either

0 as an Attribute Athority (AA) ,
o] as proxy certificate store dmenewal service (MyProxy
0 as a shortived credential serviceSLCS ).

In gLite a VO is administered through an instance of the Virtual Organization Membership
Servce which is hosted on a dedicated server. In the VOMS system VO members are
registered and uniquely identified by the combination of the DN of their X.509icates

and the issuing CA of the certificate. Admission to the service is controlled and granted by
access control lists (ACL) and the Grid Securitgfiastructure (GSI) mechanisms. This
implies that every user that accesses the VOMS service needs tatpaesalid X.509
certificate (or proxy certificate), such that he can be authenticated and authorized by VOMS.
VOMS classifies users into groups and roles. Members of a VO are organized in groups. In
addition, they may be granted rolesa qualifier expresing (administrative) privileges, which

may be presented to grid services during authorization decisions

As an example, the user AJohn Doedo is a meml
the groups fAcyanao, i h ad d olaktbe privdegedio atxnghe o r ni F

role AfdmivMO for the #@Axplorniho group, and
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The name of the VO, the group membership and optionally a role with which a user chooses

to access the grid thus form the smallest unit/context thatides a user. This minimal unit

is referred to as Fully Qualified Attribute Name (FQAN). A FQAN simply expresses the
member ship of the wuser in a group, possibly
individual FQAN components (i.e. the VO, groapd role) is implicitly given by the syntax

of the FQAN, which is a string written as: /<vo_name>/<group>/<subgroup>/Role=<role>.

For the abovanentioned three examples the FQANSs are

f

€



[. /enmr.eu/haddock/Role=SoftwareManager
II. /enmr.eu/haddock
lll.  /enmr.eu/xplormi/Role=VOAdmin

Note that the role and the group of a user are fully decoupled. From the VO information about
a user any group role combinations can therefore be created. This results in a potentially
large number of FQAN combinations.

There is also audlity of the use of the rolé&irstly, a role can be used to grant privileges to a
user for administering the VO in VOMS, e.g. to manage users of a group (e-4dvi@®

may have management permissions for the group xplornih in VO enn8emgndly, theale
information may be also used during the authorization of the user by a grid resource, if the
user presents a FQAN as a credential.

Besides the abowvementioned FQANs one can also envisage attributes consisting of an
arbitrary attribute name and an asated value, i.e. a keyalue pair. Such attributes are also
supported by VOMS. They are call€&kneric Atributes (GA) and permitthe storage of
additional information about a user. A GA cdéor example contain entitlement information

for a user, or asier 6s a in fshott,i irdarmation permitting for more granular
authorization than just groups and roles. There is currently no consensus on how GAs shall be
used and interpreted in gLite. Therefore at the time being they are meaningful only knathin t
VO scope

When interacting witlgLite grid resources a user must not only present his X.509 certificate,
but also information describing his membership in a VO. This is achieved through the
generation of a proxy certificate, which contains the VO m#ftdion about the user as stored
in VOMS (called VO credential s). This proxy
key.

The user creates the proxy by executing the command proxy -init  (SeeFigure 3-2).

During the execution of this command th€®MS service is requested to issue the VO
information about the user (FQANs and QA the form of anAttribute Certificate (AC).

The AC is signed by VOMS using the private key of the server host certificate. The AC is
then embedded i n #ithe extensiorefield of he aersificaper Thus,yin the
terminology of RFC3820 the VOMS server acts asAtnbute Authority (AA). The term
fiattributed r ef er s h er e rettieged aomhe MOME sewer,théneel FQANS as
well as GAs.

Note thatthe AC normally contains a list of FQANSs, one for each group that the user belongs
to. The role is only added to the FQAN, if the user requests it by explicitly adding a command
line argument to the commaméhs- proxy - init.



VO: enmr.eu

6roup: haddock
Role: SoftwareManager
Group: cyana
: xplornih

VOMS
DN/CA /
1.voms-proxy-init
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AC |

FQAN: /enmr.eu/haddock

FQAN: /enmr.eu/haddock/Role=SoftwareManager
FQAN: /enmr.eu/cyana

FQAN: /enmr.eu/xplornih

FQAN: /enmr.eu/xplornih/Role=VO-Admin

T

Figure 3-2: vomsproxy-init command allows the user to creais proxy with the desired
VO AC

Role: VO-Admin

A user has the possibility to collect ACs from different VOs and embed them all into a single
proxy certificate. Of course he cannot modtfig content of the ACs, nor reorder the FQANSs

in the AC once it has been issued. This is relevant, since the order in which the FQANs
appear in the AC may affect the authorization decision. In addition, all group memberships
will be listed as FQANSs in thAC, i.e. the user cannot hide a membership in a group from
grid services.

However, theoms- proxy -init command allows a user to specify

1 The ordering of the FQANSs in the AC, in particular which FQAN will be the first one

1 Whether the role qualifier shoulte added to the FQAN (provided VOMS grants this
role to the user).

This approach necessitates (i) that a user precisely knows his VO profile (what groups he
belongs to and which roles is may request) and (ii) that he is aware how this information will
be wsed in subsequent authorization decisions.
This procedure is not very uskiendly: Getting to know the VO profile requires the
knowledge of the URL to access the VOMS server and more important, understanding the
authorization mechanisms can only be expd fromanexpert user.

3.2e-NMR Portal security

The first service developed by the project aimed at providing GSI secured access to the
existing eNMR portals initially developed to run the application on the local computing
resources. In case of no udegrid resources, the user access was guaranteed via registration
to each portal providing username and password. In case of use of grid resources, the access
rights to the portals weliastead guaranteed by requiring

1) a X509 personal certificateisste by a | GTF accredited CA
browser

9
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2) the personal certificate DN had to be registered with the enmr.eu VO

Behind the portal a business logic software component performed the needed operations to
allow job submission over theNMR grid. The first gridenabled version of the HADDOCK,
CSRosetta and XpleNIH portals implemented job submission making use of X509 robot
certificate issued per application by NIKHEF and INFN CAs, according with the VO Portal
Policy draft documented by theidbSecurity Policy Group (JSPG) of EGEIB. particular,

the large number of jobs to be submitted and monitored by the HADDOCK aiivbs§tHta

portals calls for automation. The current implementation of these two portals makes use of a
robot certificate, gal i f yi ng them as a #fApar domeSecuiitc port
Policy Group (JSPG)The portal also obeys tthe BigGRID (Dutch &cience GRID)

policies (see http://www.biggrid.nl/infra/BiIGGRAO-PortalPolicy-v1.pdf ).

A schema of the architecture is shown in Figu® 3

A custom User Tracking System was implemented by portal developers in order to kkeep trac

of applications usage by each wuser, associ at
access time with the identifiers of grid jobs submitted with the robot on behalf of the user. Of
course the usual grid accounting tools will see only theegge application usage, while the

portal administrator will be always able to see the usage records of each user.

@ HTTPS connection
T . e .,,’,* i“:‘:‘;;.
Web browser with Webserver VOMS

personal certificate

1. WS checks the validity of the user credentials and
his membership of enmr.eu VO
2. WS send the user task to Ul (local to WS)

ssh connections

= \ Ul ACs retrieval
MyProxy server  p |
\s token hardware

3. Ul create a proxy from its “robot”
certificate stored in a token hardware

4. Ul stores the robot proxy on MyProxy
server

5. Uladds VOMS attributes to robot proxy

6. Ul submit jobs to grid on user behalf

7. WMS renews robot proxy for >12hs jobs

|emauau Axoud

WMS

Figure 3-3: portal security based on personal certificate for access and on robotaterfiic
job submission on user behalf

A more advanced version of the portal vdeveloped with the goal of replacing rotizsed
job management with one based on user credentials via tballed proxy delegation
mechanism.

In this version, the user a&ssing the portal delegates his credential to both the MyProxy
server and the portal web server. The latter will generate a proxy certificate gecbtoujob
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submission on usdpehalf. The interaction between the user and the delegation service is
mana@gd by a java applet.

The new arhitecture is shown in Figure-8 The generation of a proxy certificate is as
follows. The user does contact the delegation service running on the web server. The service
creates a publiprivate key pair and uses it to geate a Certificate Sign Request (CSR).
This is a certificate that has to be signed by the user with his private key. The signed
certificate is then sent back to the service. This procedure is similar to the generation of a
valid certificate by a CA andnifact, in this context the user acts like a CA. The certificate
generated so far is then combined with the user certificate, thus forming a chain of
certificates. The service that examines the proxy certificate can then verify the identity of the
user th& delegated its credentials by unfolding this chain of certificates. Once the proxy has
been created and associated to the user ID in the web server database, it is transferred on the
Ul local to the web server LAN and behind a firewall. Decoupling the seeber hosting the

portal from the Ul performing the job submission adds a further level of security. In fact, user
proxies created in the web server are immediately destroyed after their transfer to Ul. On the
other hand, the Ul is carefully protectediate the private network, with the minimum set of
communication ports left open in order to interact with tHdMR grid services (VOMS,

WMS and MyProxy).

Jobs are submitted to gLite WMS using the shoetd proxy (12 hours of lifetime). Jobs
lasting moe than 12 hours will have the shtivied proxy automatically renewed before its
expiration via the gLite proxy renewal mechanism acting at WMS level using thdivedg
credentials (with maximum lifetime of two weeks) stored in the MyProxy server.

Figure 3-4: advanced web portal security architecture
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